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Al can Help
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Retrieval Augemented Generation
Prompt Engineering Al-Augmented
AITRISM Software Engineering

Vector Databases

Foundation Models
Open-Source LLMs Synthetic Data
Multimodal Generative Al Generative Al

Tronifer Loarning Worload Accelerators

Artificial General Intelligence

Generative Al-Enabled

Applications

GraphRAG

Autonomous Agents
Self-Supervised Leaming
Embedding Models

ModelOps
Large Language Models

— GenAkEnabled
Virtual Assistants

Model Hubs

Domain-Specific GenAl Models

Al Supercomputing

Al Simulation
Reinforcement Leaming
From Human Feedback

GenAl Application
Orchestration
Frameworks
Disinformation Security

Edge GenAl

Peak of
Innovation Inflated Trough of Slope of
Trigger Expectations Disillusionment Enlightenment

Plateau will be reached:
7) less than 2 years

® 2to5years

@ 51010 years

A more than 10 years

&) obsolete before plateau

Plateau of
Productivity

Asof July 2024

Gartner

Ltd. All rights reserved.
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Trough of Disillusionment

Slop of Enlightenment

Plateau of Productivity
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Cybersecurity Ak o
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OWASP Top 10 for LLM Applications -

LLMO01:2025 LLM02:2025 LLMO03:2025

Supply Chain

Sensitive Information

Prompt Injection Disclosure

LLMO08:2025
Vector and Embedding
Weaknesses

LLMO06:2025 LLMO7:2025
Excessive Agency System Prompt Leakage
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LLMO04:2025
Data and Model Poisoning

LLMO09:2025
Misinformation

FOXConn

LLMO05:2025
Improper Output Handling

LLM10:2025
Unbounded Consumption

10/ 22



[E%B%] 2A298 -

— et R 1 e mmm— b ) —

Microsoft 365 Copilotm] # ;&

Zenity?7E BIE K E ¥ Microsoft 365 Copilot » 2FRM &% T ACopilotHunterE2LOLCopilot » BJ#E1T

IREASY RN B AR

X/ FEE |

2024-08-13 B %

Manager Title: Sales

Manager Email Address: kris@zontosoent.onmicrosof

Skip Manager: Admin

Sunday, 11 August 2024

Daily meeting with Kris

Top 2 Collaborators

Collaborator Name: Kris Se

whoami++

Collaborator Email Address
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Gartner Identifies the Top Cybersecurity
Trends for 2024

Analysts to Explore Cybersecurity Trends During Gartner Security &
Risk Management Summit, March 18-19 in Sydney

Generative Al (GenAl), unsecure employee behavior, third-party risks, continuous threat exposure,
boardroom communication gaps and identity-first approaches to security are the driving forces
behind the top cybersecurity trends for 2024, according to Gartner, Inc.

"GenAl is occupying significant headspace of security leaders as another challenge to manage,
but also offers an opportunity to harness its capabilities to augment security at an operational
level,” said Richard Addiscott, Senior Director Analyst at Gartner. "Despite GenAl’s

inescapable force, leaders also continue to contend with other external factors outside their
control they shouldn't ignore this year”

2024 will see security leaders respond to the combined impact of these forces by adopting a
range of practices, technical capabilities and structural reforms within their security
programs, with a view to improving organizational resilience and the cybersecurity function’s
performance.

The following six trends will have broad impact across these areas:

Trend 1: Generative Al - Short-term Skepticism, Longer-Term Hope

Security leaders need to prepare for the swift evolution of GenAl, as large language model (LLM)
applications like ChatGPT and Gemini are only the start of its disruption. Simultaneously, these
leaders are inundated with promises of productivity increases, skills gap reductions and other
new benefits for cybersecurity. Gartner recommends using GenAl through proactive collaboration
with business stakeholders to support the foundations for the ethical, safe and secure use of this
disruptive technology.

“It’s important to recognize that this is only the beginning of GenAl's evolution, with many of the
demos we've seen in security operations and application security showing real promise,” said
Addiscott. “There’s solid long-term hope for the technology, but right now we’re more likely to
experience prompt fatigue than two-digit productivity growth. Things will improve, so encourage
experiments and manage expectations, especially outside of the security team.”
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Meanwhile...Al is also Changing the Threat Landscape
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B =i 5 ( Data Poisoning )

m EHTEINEE ( Adversarial Attacks )

m {EREEEN ( Model Theft)

m EFARIE ( Privacy Violations )

B #:l0&F ( Technology Abuse )

m >RENEME (We Don't Know What We Don’'t Know )
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